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This presentation is intended for 
informational purposes only and 
should not be considered as legal 

advice. 

**Disclaimer**



1. Identify the federal laws that govern the privacy of 
health information.  

2. Describe how current federal laws governing health 
information work in tandem.  

3. Describe various scenarios relating to the privacy of 
health information and determine which federal law 
should be applied.  

4. Discuss available resources to provide information on 
the federal laws that govern the privacy of health 
information. 

Presentation Objectives



What comes to mind when you think 
of Privacy?

Presenter
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∗Title 42 of the Code of Federal 
Regulations (CFR 42 Part 2)

∗Health Insurance Portability and 
Accountability Act (HIPAA)

What federal laws govern the privacy 
of health information?



∗ Established in 1975
∗ First broad privacy and security 

standard for health information
∗Overseen by the Substance Abuse and 

Mental Health Administration 
(SAMHSA) in the U.S. Department of 
Health and Human Services (HHS)

Title 42 of the Code of Federal 
Regulations (CFR 42 Part 2)

Presenter
Presentation Notes
Actually established 20 years prior to HIPAABrought about to address concerns about the potential use of Substance Use Disorder (SUD) information in non-treatment based settings such as administrative or criminal hearings related to the patient.  Part 2 is intended to ensure that a patient receiving treatment for SUD in a Part 2 program does not face adverse consequences in relation to issues such as criminal proceedings and domestic proceedings such as those related to child custody, divorce, or employment. Part 2 protects the confidentiality of SUD patient records by restricting the circumstances under which Part 2 Programs or other lawful holders can disclose such records. 



∗ Passed in 1996
∗ Composed of 4 Parts: 
∗ Privacy Rule 2003
∗ Security Rule 2005
∗ Health Information Technology for Economic 

and Clinical Health (HITECH) Act 2009
∗ Omnibus Final Rule 2013

Health Insurance Portability and 
Accountability Act (HIPAA)
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The HIPAA Privacy Rule establishes national standards to protect individuals’ medical records and other personal health information and applies to health plans, health care clearinghouses, and those health care providers that conduct certain health care transactions electronically.  The Rule requires appropriate safeguards to protect the privacy of personal health information, and sets limits and conditions on the uses and disclosures that may be made of such information without patient authorization. The Rule also gives patients rights over their health information, including rights to examine and obtain a copy of their health records, and to request corrections.The HIPAA Security Rule establishes national standards to protect individuals’ electronic personal health information that is created, received, used, or maintained by a covered entity. The Security Rule requires appropriate administrative, physical and technical safeguards to ensure the confidentiality, integrity, and security of electronic protected health information. The Health Information Technology for Economic and Clinical Health (HITECH) Act, enacted as part of the American Recovery and Reinvestment Act of 2009, was signed into law on February 17, 2009, to promote the adoption and meaningful use of health information technology.  Subtitle D of the HITECH Act addresses the privacy and security concerns associated with the electronic transmission of health information, in part, through several provisions that strengthen the civil and criminal enforcement of the HIPAA rules.  The Omnibus Final Rule clarified gray areas and updated requirements around tech advances like the use of mobile devices. 



∗Does not distinguish between mental 
health information and physical health 
information

∗ Exception for psychotherapy notes

Health Insurance Portability and 
Accountability Act (HIPAA)
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Psychotherapy notes are treated differently from other mental health information both because they contain particularly sensitive information and because they are the personal notes of the therapist that are typically not required or useful for treatment, payment, or health care operation purposes, other than by the mental health professional who created the notes. With few exceptions, the Privacy Rule of HIPAA requires a covered entity to obtain a patient’s authorization prior to a disclosure of psychotherapy notes for any reason, including a discloser for treatment purposes to a health care provider other than the originator of the notes. Exceptions are:  mandatory reporting of abuse and mandatory “duty to warn” situations regarding threats of serious and imminent harm made by the patient. 



CFR 42 Part 2

HIPAA
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Part 2 regulations (1975) and HIPAA have 
not been coordinated and sometimes 
conflict, causing confusion.  The HHS 
website advises providers that if they 

comply with HIPAA and another, more 
restrictive privacy rule, they must follow 

the most restrictive one. 

How do both laws work together?



CFR 42 Part 2 vs HIPAA
What’s the difference?

CFR 42 Part 2

∗ Written consent required for 
ANY disclosure of treatment 
records

∗ Requires a specific court order 
for the disclosure of 
information in response to a 
subpoena, search warrant, or 
law enforcement request.

HIPAA

∗ Health care provider can use or 
disclose protected health 
information when the purpose 
is for treatment, payment, or 
healthcare operations



Any person who violates any provision of 
this section or any regulation issued pursuant to 
this section shall be fined not more than $500 in 

the case of a first offense, and not more than 
$5,000 in the case of each sub- sequent offense. 

$ 2.4 Criminal penalty for violation, 
Under 42 U.S.C.

Penalties – CFR 42 Part 2



∗ Tier 1: A violation that the covered entity was unaware of and 
could not have realistically avoided, had a reasonable amount of 
care had been taken to abide by HIPAA Rules 

∗ Tier 2: A violation that the covered entity should have been 
aware of but could not have avoided even with a reasonable 
amount of care. (but falling short of willful neglect of HIPAA 
Rules)

∗ Tier 3: A violation suffered as a direct result of “willful neglect” 
of HIPAA Rules, in cases where an attempt has been made to 
correct the violation

∗ Tier 4: A violation of HIPAA Rules constituting willful neglect, 
where no attempt has been made to correct the violation

Penalties - HIPAA



Penalties - HIPAA



Determine which federal regulation(s) govern your 
agency? 

a. If CFR 42 Part 2, you must obtain written 
consent for ANY DISCLOSURE, including 
treatment from another provider, payment, or 
healthcare operations. 
b. If HIPAA, disclosure for the purpose of 
treatment, payment, or healthcare operations is 
NOT REQUIRED. 

What next?



∗ CFR 42 Part 2
∗ Federally Assisted Program that would lead one to 

reasonably conclude that the individual or entity 
provides substance use disorder diagnosis, 
treatment.

∗ HIPAA
∗ Health Care Provider
∗ Health Plan
∗ Health Care Clearing House

How do I know where my agency 
falls?

Presenter
Presentation Notes
Federally Assisted:  encompasses a broad set of activities, including management by a federal office or agency, receipt of federal funding, or registration to dispense controlled substances related to the treatment of SUDs.  Many SUD programs are federally assisted. Health Care Provider:  Doctors, Clinics, Psychologists, Dentists, Chiropractors, Nursing Homes, PharmaciesHealth Plan:  Health Insurance Companies, HMOs, Company health plans, government programs that pay for Health Care (Medicare, Medicaid, Military, Veterans Health Care Programs)Health Care Clearinghouse:  



Scenarios



Scenario 1:  Opioid Treatment 
Program

Resource: https://www.samhsa.gov/sites/default/files/does-part2-apply.pdf 
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ABC Treatment Center (ABC) is a SAMHSA-certified Opioid Treatment Program that provides Medication-Assisted Treatment (MAT) for persons diagnosed with an opioid use disorder (OUD). ABC is accredited by a SAMHSA-approved accrediting body to dispense opioid treatment medications. Dr. Van Buren works at ABC and is registered with the Drug Enforcement Administration (DEA) to prescribe controlled substances for the treatment of OUD. Charlie is a 33-year-old who hurt his back at work. He went to his primary care provider, Dr. Harrison, and was prescribed an opioid painkiller to manage his pain. Charlie became dependent on the painkiller and began illegally obtaining and using opioids after his prescription ran out. Charlie sought help from ABC and is now receiving methadone treatment for an OUD. Charlie is seeing Dr. Harrison in two weeks to follow up about his back injury. Dr. Van Buren asked Charlie if he wanted his treatment information sent to his primary care provider, Dr. Harrison. Charlie agreed in a written consent to let Dr. Van Buren share his OUD treatment information with Dr. Harrison.  Step 1 – Is ABC covered? Does Part 2 apply?Yes. ABC meets the definition of a program because it is an entity (other than a general medical facility) that holds itself out (e.g. through advertisements) as providing and provides SUD treatment services. Additionally, ABC is federally assisted because it has been certified by SAMHSA as an Opioid Treatment Program. Therefore, ABC meets the definition of a Part 2Program.Step 2 – Can ABC disclose patient-identifying information? If so, how?Yes. As a Part 2 Program, ABC can disclose patient-identifying information if it obtains written patient consent. Because ABC Treatment Center holds itself out as a facility that provides SUD diagnosis, treatment, or referral for treatment, any patient information coming from ABC could identify the patient as having or having had a SUD.To share Charlie’s record with Charlie’s primary care provider, Dr. Van Buren would need to obtain written consent from Charlie. The consent form would need to comply with all of the requirements specified in §2.31 of the Part 2 regulations, including identifying the SUD information in the “Amount and Kind” section and stating the purpose of the disclosure. Charlie’s information would also need to be accompanied by a notice of prohibition on re-disclosure (described at §2.32) so that Dr. Harrison recognizes the information as Part 2-protected and does not further disclose the information without Charlie’s consent. See Figure 1,above, for an illustration.



Scenario 2:  Mixed-Use Facility

Resource: https://www.samhsa.gov/sites/default/files/does-part2-apply.pdf 
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Acme Community Mental Health Center (Acme) provides both SUD treatment services and mental health services. Acme recently installed an Electronic Health Record (EHR) system for the entire health center. Dr. Tyler, an addiction specialist at Acme, only treats patients with SUDs. Typically, Dr. Tyler uses controlled substances for detoxification or maintenance treatment of a patient’s SUD. Dr. Zachary, a psychiatrist at Acme, specializes in treating patients with mental disorders. Dr. Zachary does not treat patients for SUD. Brenda has bipolar disorder and a SUD. She has been going to Acme for the past five years and sees Dr. Zachary for treatment of her bipolar disorder and Dr. Tyler for treatment of her SUD.  At Brenda’s most recent visit, Dr. Tyler added to Brenda’s record that Brenda was suffering from migraines and had relapsed in her recovery from her SUD. Step 1 – Is Acme covered? Does Part 2 apply?Yes. Dr. Tyler meets the definition of a Part 2 Program because Dr. Tyler works at a general medical facility where her primary function is for the provision of diagnosis, treatment, or referral for treatment of patients with SUDs. Additionally, Dr. Tyler is considered federally assisted because she is registered with the DEA to prescribe controlled substances for detoxification or maintenance treatment of a SUD. Therefore, Dr. Tyler is considered a Part 2Program.Step 2 – Can Acme disclose patient-identifying information? If so, how?This scenario is complex, with three types of health information to consider: SUD, migraines, and bipolar disorder.SUD: Because Dr. Tyler meets the definition of a Part 2 Program, she needs to obtain Brenda's consent to disclose information that would identify her as a patient with a SUD. This includes disclosures to other providers at Acme. Therefore, if Brenda’s SUD patient records are available to other providers at Acme through the facility’s HER system, Brenda’s consent form must name Acme or individual providers at Acme if she wants to share her records with them (see Figure 2 for an illustration). The consent form would need to comply with all of the requirements specified in §2.31 of the Part 2regulations (i.e., identify the SUD information in the Amount and Kind section, identify the purpose of the disclosure, etc.). Brenda’s information would also need to be accompanied by a notice of prohibition on re-disclosure (described at §2.32).Migraines: In other circumstances, information about Brenda’s migraines would not identify her as a patient with a SUD and could potentially be disclosed without her consent. However, in this scenario, Dr. Tyler is a Part 2 Program. She only treats patients with a SUD and is recognized as such. Therefore, any information disclosed by Dr. Tyler would identify a patient as having or having had a SUD. Dr. Tyler would need to obtain Brenda's consent to disclose any personally identifying information related to her care, even if that information would not otherwise indicate that she had a SUD. Bipolar disorder: Dr. Zachary does not meet the definition of a Part 2 Program and Brenda’s diagnosis of bipolar disorder would not identify her as a patient with a SUD. Therefore, Part 2 does not prohibit Dr. Zachary from disclosing information related to Brenda’s treatment for bipolar disorder without her consent; however, state laws may restrict the disclosure of mental health information without patient consent or authorization.Part 2 permits providers at Acme to acknowledge that Brenda is a patient at Acme without her consent. Because Acme is a mixed-use facility that provides services other than diagnosis, treatment, or referral for treatment for a SUD, acknowledging the presence of a patient at Acme would not necessarily identify that patient as having or having had a SUD. However, Acme providers could not disclose that Brenda is a patient of a Part 2 Program (e.g., that Brenda is a patient of Dr. Tyler) without her consent because that would identify her as having or having had a SUD. See figure 2, above, for an illustration. 



Scenario 3:  Accountable Care 
Organization (ACO)

Resource: https://www.samhsa.gov/sites/default/files/does-part2-apply.pdf 
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Accountable care organizations (ACOs) and other value-based payment arrangements create incentives for health care providers to work together to deliver high quality, coordinated care for patients. ACOs are often composed of a variety of different providers and care settings. Safari ACO includes Lion Family Practice (Lions), Tiger Physicians Group (Tigers), Giraffe Hospital (Giraffes), and Bear Community Mental Health Center (Bears). Dr. Fillmore works at Bears, a mixed-use facility. She is recognized as the facility’s lead SUD physician and primarily treats patients with SUDs. Dr. Fillmore often prescribes controlled substances for detoxification or maintenance treatment to his patients, including Pat. Step 1 – Is Dr. Fillmore covered? Does Part 2 apply? Yes. Dr. Fillmore meets the definition of a Part 2 Program because she is identified as a provider at a general medical facility whose primary function is to treat patients with SUDs. Additionally, Dr. Fillmore is considered federally assisted because she is registered with the DEA to prescribe controlled substances for detoxification or maintenance treatment of a SUD. Therefore, Dr. Fillmore meets the definition of a Part 2 Program.  Step 2 – Can Dr. Fillmore disclose patient-identifying information to Pat’s other providers in the ACO? If so, how? Dr. Fillmore would need to obtain written consent from Pat to disclose information about Pat’s treatment for a SUD to any other of her treating providers from Lions, Tigers, Giraffes, or Bears. The consent form would need to comply with all of the requirements specified in §2.31 of the Part 2 regulations (i.e., specifically identify the SUD information in the “Amount and Kind” section, identify the purpose of the disclosure, etc.). Pat’s information would also need to be accompanied by a notice of prohibition on re-disclosure (described at §2.32). Rather than naming each of her treating providers on the consent form, Pat could name Safari ACO and use a general designation (e.g. “all of my treating providers”). If Pat used a general designation, the consent form must include a statement indicating that, upon request, Pat is entitled to receive a list of all entities that have received her information under the general designation. See Figure 3, above, for an illustration. 



Scenario 4:  Integrated Care Setting

Resource: https://www.samhsa.gov/sites/default/files/does-part2-apply.pdf 
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Today, many patients receive treatment for a SUD in a primary care or integrated care setting. These settings may provide both behavioral and physical health services, and individual providers may address all of a patient’s behavioral or physical health needs. Depending on its particular characteristics, an integrated care setting may not have a Part 2 Program even if it provides some services for the diagnosis, treatment, or referral for treatment of a SUD.  Blue Mountain Physician Group is a group of providers that treats the whole person in an integrated care setting. Although Blue Mountain does not advertise that it provides SUD treatment services, its physicians have received waivers from SAMHSA to prescribe buprenorphine for the treatment of opioid use disorders.  Dr. Pierce is a provider at Blue Mountain and treats a diverse group of patients. Occasionally, Dr. Pierce encounters patients with an opioid dependency and provides MAT with buprenorphine. However, he does this only for a handful of patients and such services do not constitute his primary function at Blue Mountain.  One of his patients, Brooke, came to see him for a respiratory infection. Brooke had previously received treatment for an OUD at an inpatient treatment facility not affiliated with Blue Mountain but recently relapsed. When Dr. Pierce saw Brooke for the respiratory infection, she mentioned that she was experiencing withdrawal symptoms from opioid use. Dr. Pierce prescribed an antibiotic for the infection and started MAT with buprenorphine. Step 1 – Is Dr. Pierce covered? Does Part 2 apply? Dr. Pierce is federally assisted because he is registered with the DEA to prescribe controlled substances for the treatment of OUD and has received a physician waiver from SAMHSA to prescribe buprenorphine.  However, Dr. Pierce practices at a general medical facility where his primary function is not providing diagnosis, treatment, or referral for treatment for a SUD. Therefore, Dr. Pierce does not meet the definition of a Part 2 Program. Step 2 – Can Dr. Pierce disclose patient-identifying information? If so, how? In this case, Dr. Pierce is not a Part 2 Program and therefore is not subject to the disclosure restrictions of Part 2. However, before he discloses Brooke’s information, Dr. Pierce still needs to consider privacy requirements under HIPAA and state privacy laws. 



∗ Allows a non-Part 2 provider to maintain SUD 
information in the individual’s medical record, 
provided the information was willingly given by the 
patient (currently Part 2 requires SUD information to 
be segregated).

∗ Declared emergencies resulting from natural disasters 
(e.g., hurricanes) that disrupt treatment facilities and 
services will meet the definition for a “bona fide 
medical emergency,” for the purpose of disclosing SUD 
records without patient consent.

The Future….
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Presentation Notes
On August 22, 2019 SAMHSA proposed a rule to loosen restrictions on treatment records, aligning the Part 2 regulations more closely with HIPAA; however, the proposed changes have not yet taken effect. 



∗ Permits providers who do not provide opioid 
treatments to access a central registry of patients 
who have enrolled in treatment programs. This is 
intended to help prevent accidental overdoses. 
Enrollment in an opioid treatment program would 
include consent to have treatment information 
shared with the central registry

∗ Disclosures for the purpose of “payment and 
health care operations” are permitted with 
written consent

The Future..



∗ Disclosure of substance abuse patient records may be made 
without the patient’s consent under the following 
circumstances:
∗ To medical personnel as needed in a medical emergency
∗ To qualified personnel for scientific research, financial 

audits or program evaluation so long as patient identities 
are not disclosed in reports resulting from these activities.

∗ Pursuant to court order which contains all of the required 
information described in the regulations and after the 
court determines that there is cause for the release.

The Future…



∗ Substance Abuse Confidentiality Regulations:  
https://www.samhsa.gov/about-us/who-we-are/laws-
regulations/confidentiality-regulations-faqs

∗ Disclosure of Substance Use Disorder Patient 
Records:  
https://www.samhsa.gov/sites/default/files/does-
part2-apply.pdf

∗ Health Information Privacy:  
https://www.hhs.gov/hipaa/index.html

Resources

https://www.samhsa.gov/about-us/who-we-are/laws-regulations/confidentiality-regulations-faqs
https://www.samhsa.gov/sites/default/files/does-part2-apply.pdf
https://www.hhs.gov/hipaa/index.html
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